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Affidavit of Special Agent Matthew G. IKmirtht 

I, Matthew C. Knight, Special Agamt vwirthtifae ffstbardl BmiEeau of Investigation (“ffffilT"), 
being duly sworn, depose amd state ^ffdlkvws: 

1. I am am investigative or hm ©dfcmccmanlL affimasr of the United States, within the 
meaning of Section 2510(7) of Tide 18, United States Code, and am empowered by Haw to 
conduct imwstfiiptiiniB of and to makec amrests, ftin offfosessemunenatedl im SSet*w)n22$ll®) of Tide 
18, United States CawHe. 

2. I have been a Spa&iall Agent with ttfioe Federal Bureau of Investigation (“FBT)) since 
2004. For much of that time, I have toeem engagedl in gang and drug investigations. I was 
previously employed as a fftdlioe fiMTcear \with tthe IBditmQxDce FBtibee IUppartimtitl ifrom 1997 
through 2 004, andwaaScias^tgnddiaSciiBietedtis'ei iinvetogatiggldrggititil3kih^griiri«Hdscfrori(ffl001 
through 2004. 

3. In the course of participating in investigations of drug trafficking, I have 
conducted or iparfid jpatetii tin ssuTOellkraeejhhe ipircrtiiase of illegal dkrugs, the ossoutiioTi of search 
warrants, debriefings of subjects, witnesses, and informants and reviews of consensually 
recorded emnveirsations ami meetings. Through my training, education, ami experience^. ITHawe; 
become familiar with the manner in which drug traffickers use cellular telephones to 
communicate miMh (xntstOTKCES,aassociatesttaddsB<Diiiicees of supply. I am eminently; assigned do t the 
Federal Bureau of Investigation, Bostom CMffioe. 

PURPOSE OF AFFIDAVIT 

4. This Affidavit is being submitted in support of an application lfar;assanth\warrant 
authorizing the search and raHbdtikm auouH (flqpULcatkin of data in: 
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a) a gray and black colored Apple ilPhone oeiHlilJa rt dkHjelpjHui e, 
bearing IMEI number 355877062280062, seized from Hestmonti 
Cra»lf0rd(*m\No¥eihbe£2522Q354iahduciuntintIy ihethcstmitody 
and contrail of the FBI ((“HacgetlTbdpphome I”)); and 

b) a blue and lbia<lkL«tMoreld'A'Fi&Tlta(lip(-style , ’ctjelluiaj1iJtplBph'one, 
bearing «eiridl munWber3328451)08f5A5,sseizeld lfuramCDesinorid 
Crjmtfard(i(iRn^oveibbce2520M5tiottcn(^tIij iltidheiffluistpdy and 
contrail of the FBI((“IEargeflTtJpphD«^2)”). 

I. Basis of ProlbdtiletCaiHse 

5. The basis of my belief that gMofedWle cause <£MiatsjjiKtffyn|gttiMss8a^^ 
as follows: 

The Columbia ERdiit tDDawss 

6. The Boston Police Department ("BPD”), Special Investigations Unit and the 
Federal Bureau of Investigation initialled am investigation in October 2012, (oamcfimniirig tthe 
criminal enterprise known as, tlte G2diunttaiffiiiiiittSfiaefet03nggjoctilbcOeiilnibiaaPbuititIIkwgss 
(“CPD"|. The CPD was established in the late 1980’s, and their original members leaded 
primarily iim the former Columbia PcmnttssBsttion of Dorchester, Masesadlnuu&atfs. However, ®kw 
the years* tHecgang; expanded its readh sandGqpamiioisstto waiiauscolfeeraaraasIthraglghKiituB&oston 
and Massachusetts. Members and associates, of the CPD were responsible ffetr walkntt crimes^, 
drug trafficking and pnofiiilution. The investigation began altar a oaoppBmitingwvtiitiBesa dderitiSdd 
Tony BERRY, andlUtemetniiis, and Yanesy WEJLMMS as large scale diisdiiiifaittors of drugs in due 
Boston Metropolitan area. Additionally, a cooperating wuhness monlkiiigg widn the FBI (<“CW- 
l”) 1 reported that tine JMffiRJf ;amd \\MIDlJMMSlhrotitei^eiamstititeddlthdci«idej}sipip of the current 


1 CW-1 began aoopaiatiiiig; witth lisKvenfbroBmuntt in November 3012, and was cdbBffldi f&irr 
cause in SeptEmitnen 2013. CW-1 has admitted to being complied iin a scheme to steal official 
agency funds Aramm the government in connection with sa(caittrdlbd|gun|yMi(rbhaeeTEheiiat®eipiiptfed 
purchase took pbee oit Jh.% 235,20di3,3andn(CWW-inadeddiatesadmjBsioriQi^eitd>y lthafeafieftdn in 
August 2013. CW-1 was dlossdl as a source and ceased cooperation as a result CW-H \was 
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CPD. Further jnro ^i^irm rravw&h^fthtifrynpyHMMfl^ was also a 

leader within this criimniinall uantafpiise. 

7. Over ifflns caaurse of our iimoi%atih!nt, wffiotfcbt aaiB dd Herroin, cfl<acaine,;i»ld tfflocaine 
base from several members and Headers of CPD through contlrolDfcd ipujrdhamsvwiiltilrooppearatiQg 
witnesses. For te&anpjte, ®tm multiple occasions in early 2MM3, Dennuttniues WDUJAMS sold 
cocaine base and loacaine iinuaQntxdlkdipunlhases. Similarly, in 2013 and 20H4,£DavitUj3MfES, 
a CPD member, was involved several controlled purdhases of cocaine base and heroin. 
Kareem BERRY„ aa (HHE) member aattl bboduberttD WnilesaiutlTdnyyBEEMRy wasasnvalwbctdnin 
several contlroQlbd ipurdhasss of heroin. In addition, during tihe (oaurse of our investigattiimm,, w® 
intercepted tekptenoe edits, ipsaxcaurtoortier, in which numerous msmlfaars of the CPD axan^piinad 
to distribute, and distributed, heroin, wsamet,, andl omaihee btasee. Both Willie BERRY amil 
Demetrius WILLIAMS were intercepted trafficking significant amounts of controlled 
substances, including heroin and cocaine. We also seized numerous loaded firearms from 
members/associate of the CPD. In June 2015,48 leaden^,members, and as&adiatas of the CPD 
were charged in five separate indictments in this District for trafficking controlled substances. 


overheard overtflQultraUthorrzedwwkretppcommuhicatiions lengagfed in drug rasmiwarcteLon wiith D. 
Williams. CW-tt has acniinnirilihisto^tiaatifoldddesinH9sts,blnditnnaeonkibtiigH)sfcfoiDpopatBtgig a 
motor vehicle negligently, leaving a scene of an accident, use of vehicle without aaMhoridy, 
assault with a dangerous weapon, atense peweaitriiani aak- intirniidhttiitoira, toaffiidkiiirig ai aontradfatl 
substance, possessisun tt® distribute a class D cmMlIkd aiibstaruee, ttceppasaiagaadd firearm 
identification card violation. CW-U lhas amasats and icomwiiatiiaiis ffior caanqpitaay tto vwLdlate tthe 
controlled substances act, possession to dfistminote ai altess ffi caraOioliltoil sutateroa;. aandl aasaaaWt 
with a dangerous weapema. 


The information ttat CW-U provided was corroborated by the controlled (flnug ipuicdhases 
conducted by CW-H ipTtorttDJiiijy22Q R3 AVMlittoxMailjy ,CCW \ 1 ’s information has been ©rarndbratateil 
by other confidential infomnmaiiits and ttheiimQ^ggatronggaiwtdlfy.IIceimsdldeitltihd litiforrmation 
provided by C W-Il ttottoerniliitoie. G3Wil lhas iKMiQi\w^ijaanaLterationiinttiiiel fom of financial 
assistance in connection wifollai^foartcocpaiatiian in this case. I have mot found tthatffiW-l 1 ’s 
recent interceptions dfameatiitany of the intelligence given to mwfotgaaKtorttheoffontrrfilkldblDi^ys 
that were conducted as most of them were both audio and video leemriteU. 
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including heroin, MxeaiiiiE, cflfiiminelte£e,aaial&xx 5 'yc>dta The individHis 

charged include Willie BERRY, Tony BERRY 2 and Demetrius WMJLMMS. 3 

8. In addition to drug trafficking, members and associates of the CPD have 
engaged in various acts of violence, including shooting as a means of (1) establishing and 
controlling areas where the gang can distribute controlled substances by 
intimidating/elimmaritig mKvdl gangs and/or dfaaig ttrdff^h^o(pggaiiiaatk)Bs^add2[g) [intimidating 
potential witnesses to the gang’s illegal acAiiiiks* ihtdlidihg its, dhigr ttadHcHihg andl vrixlteitt 
crimes. Members and ^associates of the gang arc oqpecttsil ttocmgagd lirK kihieocectsiq^ppo)irtithe 
CPD and can iinmeasettharri^naMitonn in the CPD by committing wiritenceconlbdailf of the gang. 
In this regard, members/assadtates of the CPD have assaulted and/or shot rival gang 
members/associates on numerous occasions since the ihcaptiism of the gang in Angnstt 2®M 
through January 2015. The gang's reliance on violence to intimidate rivals and potential 
witnesses has been piMidly oantSrmffldl by g 3 iagrrrreBriiteessanddggng 2 lelsBlto siriividkhes)whibli:h 
have been publicly posited ®m tfllne iimtemfflt. I have reviewed a number of these videos. In these 
videos, CPD members and lkadaix,midhasT©^ BERRY, Vandell WOOD® ((tthelhdlftbrothar of 
Tony andl \W111 k and Antoni® CHATMAN, baste apBnfly touted the gang’s use of 

violence (particularly dtesstdiin^)), have openly referenced at least one shooting allegedly 
committed by CPD nrmemdta^/assGmates^aMldhfaavesBffl^^ In 

2 Criminal ease mumDlfear US-U(®U4Wfi®DfS. 

3 Criminal case m mnnfa r 15-1®I45-R<G&. 

4 W OODS, who was not dhangpfi m toe psmdimg iindLCtmentsirnlthisfEiiBtidct 

involving the CPD, is prescml^sHrwiiiiigaSye^sjmtmfiEiinlNewWaikte 
committed at a Mew Y«arik dityiiiightdLdb. WOODS shot two of the dub’sssseauriJyaffBeeKS 
after he was ejected fitan toe dhfla. 
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these videos, Cfffi) imsrrtb3T^/ias£ffliaateses,ppa , esW'yi'ceoQgr0ze''tftiiePf , i(nti 1 it'asasiiBR)rgtgamaati»on 
committed ttoo wiritei®eeaadd ctirigttri'fitt^Hgaaddiha®e;(SOja^ht(tpijhlbdi]pliyiiir[tiiiriudate\’riilvalii@ngs, 
such as the Orchard Park street gang, ttUmKffluu^h tthaase\\ittiaosctarakklblDcaats of violence atgainatntkdls. 

9. During our investigation of the CPD, we intercepted calls between CPD 
members/assodiates in which they discussed the uses of violence to further the gang’s goals. 
For exanniplke,w®iin6m3^ptettiacQfllbbBtweei®ermtrkiS\WJLDiPMMSiiahda4(ancBLlHl<IIlffi®OM (a 
CPD member) in which WILLIAMS indicated ttettHie todlbawedtlthatisiatelCffiabfaial'dPldrkggagg 
members wjaiM IteiaUiasSiatscoorttthousQtaA aecrertairiitiei®ialnd)Bghght ha\haELDD(D80SQMIand 
others attack tflhe nikdl gang menralbats,. 5 In December 2014, was iirtteceqttfeld sseveahlcahtls 
between Demetrius WILLIAMS and a lmaamriiaar of the CPlD^dligreetiSSainffd^^elphSS'toae^igffltg. 
Duiiiigg these calls, Demetrius WBDIJIAIf^lhri ^^ edibboatenai)winttiringiialrid,as8hultirigljKDhn 
Doe while attending the arraignment of his brother (Yancy WILLIAMS) inside the Boston 
Municipal Courthoxiu&e. During subsequent intercepted calls that day, Demetrius Williams, 
Yancey WillliiamK^tantiWaiiie^yOStHhoniddiscusafedlHbtaingi^kiladeidifmeaKino tathhfeyhayihibuld 
further assault John Doe. Finally, on December 11, 2014, we intercepted a call between 
Demetrius WILLIAMS and John Fveeman-Clements fa €HHD associate)*. Freeman informed 
Demetrius WDIDLIM!l®tlihatitefeieiid of his was (finirautevviaitrBirfi'(tordvn/ggihiias(^ub£pcpiahtly 
identified as Msngatm Jhfl&ison)) ttoffitetomwithha dohdeti(iemiteutia)in^d(lifjffiaiiifcfe)Baielandtid 
asked if Demetrius WILUAMS \wantati tl© pturdhase tlhe IfiBsarm. Demedmims WDBJLMltffiS 
agreed to purchase the firearm. Demetrius WILLIAMS and John Freeman-Okransnt 

5 Based on this 5nnlf0nmation,"Stgps\v«oeretttkenl^yiJIIPD(tq)pre<raritlthataitdcksv Which 

did not occur. 

0 Based on this iiilfoin(nation,IBIIE)ttaxlks£tppsto.vvvaimiJbhii®oeiai)dihikifTarhiLyiahd 

to prevent any suudh sassadlt. 
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subsequently attkatsssdd lilaa^iggJdfffifibrsffincteomitiit'isrlokntcaetsgagatnstviilvgtii^ngeinrleimbers. 
Investigators suteaagusrttiy iarce&tdd NKtoggan Ji^fferaonaEtSSotlthSfiittaAioiirifiiair6Static rwiflitla a 


loaded seminautiQmaUcttreaaniin. 

The Slhotorfing of Jcolhn Doe on Manodfa2Z7Z.3MS 

10. One of the rmsd ^tr^tgg»§s\«klth.\^'horalith£0P Dignga^dd matlaoi 4ati(fends was 
the CSffteenwoodsstceeggagg. This ^iangipperatesiTprimatUyi out of the ;area of Greenweed Steed t 
in Dorchester, Massarfmutsfltts. I am aware that begiouiiiiii^ in 2014, imflirtteerMasoociaies of the 
CPD and Greenwood street gang waias involved in a number of violent confrontations, 
including sfltwKfflttings. For examgdkt, iin Iluune 20144, tH*e ttveo ggaggseaggggtfcdiiina annutaber of 
shootings, wihiidhiEeailtteld in several people Ihairguvaunlteld. 


11. John IDfflethaslteeinidldenttiifjdcbbyltfailBBDuiatid in our inv<estiigation,aasaaldadder in 
the Greenweed steaat gjagg dfaiiggtithe timne of the violence teatwaan ttteettwoggaggs. 7 In 
Novemtear2fll44,Waialiill\W®OES^add)ljtbeeGBDim«tebdr6/a8siaC3atesc«itmDaratiife4iJ(I(hife Doe 
at a ‘rih qppiq ginaMl in downtown [Boston. John JD>«£ wmspfitoykiaH M ytaMsfeddettyb^ ®GQ55DShdnd 
the otter (GMirraembberk/afisdoiateaiditiebeaten in front of several Ibystantters. The as&adltaanld 


battery of John Doe was recoMedi on mall security cameras,. During our investtitgaihan, «am 
December 26,220 MJ3eiwtnmW10LIUMMMS'iwab<sthia)(tiinurneFau$i(tinie4 M lS&iSoSdtbStreet in 


Jamaica Plain, Massadlnuitfifitts. Following the shooting, we intercepted calls in which 
Demetrius WnillMMS sJtatd±tthahhebbMHe®ddhdtatbthpeparflo«hwhQdTdtbBlTOIlM^,MStM& was 
John IDtoffi. DeinetmusXWIJiEMM&wasiblsoninteqBptbd'sbefcmg triotdfalaarfiaefinKarmthotthat he 
could retaliate against John Doc. Demetrius WILLIAMS weas umdftte tto cdo s$o aas Hae waas 
arrested sfluoittlly rthaterfften rmiaftfdderlafi firearm [charge. 

I knowteiidarrtify of John Doe ariidamiiittentnrndlj^eeKhlddiggtifrfinnlhthis 

affidavit 
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12. On Mamdfa 27Z,22Q K,aatippp®skiTnEBt^}22tl?).pini.3BBDef)ppatefcd;)to aepeport of 
shots fiired at Terrace Street anti 'NcvvCGddaiSStreet in Roxbury, Mhssadtasetts. BPD officers 


hospital for treatment for the jgnndhwtwwumti. A witness at the scene of the shooting stated 
that he/she observed a blue picfcup-style tnnmdt, openattirg att aa hligjgh ra&teof speed, turn onto 
Terrace Street from Cedar Street and then the witness heard sewerail sgundhots. Another 
witness hood gunshot^, and then observed aimdfee subject HnaigiigHiisupppebbdjipBWutdkidithe 
driver”* side window of a Blue TIo^^-taiTIinHldacippdkkppandclsh)(l»otirig<ntibldQkkhhndgpniTasiHthiie 
truck was driving down Terrace Staadt. The BPD recovered numemoxus ipieces of evidence fronm 
the shooting scans, i indludnglidEiEitiffieiddBnee. Ten .40 caliber ^hdll ccajmgswwece'ffeo©s'rudd 
at the shooting scene. 

13. Shortly after BPD officers broadcast the desorijpiion of the suspect wUaidls,ca 
Massachusetts State;fftdiice((‘MSF))ttrot^r(rfibgepeel±albJiiKTFo>T[])taTCuTOdna,\wiiltilMdassabhasBtts 
plate R99120, te^vdllipgcontttieHWveTwayrinltfesldkaitjbn of Brookline Avenue/BoyOsSem fittest 
in Bte&tom. The MSP trooper (dbsarwsdttvecKTcq^pQsSiblyltilnBeebbialckiTniatesriirtlthevvbhibleuaMlid 
attempted to stop the vehicle to (conductcan inquiry. The vehicle lreffiaasil ttosStqspaariddfiddffram 
the MSP. The vehicle was dirile ttOcavnitilfoiTgsltqp|t£ticanldwaasl last;seen in the area of Forsyth 
Street in Boston. 

14. At approximately 3 :03 p.m., BPD ieodhwd a 911 call from a witness who stated 
that he/she had (dbsarwedaltili^ipidluitpttnaikttaavillniggiatidilg^h-aloEte of speed in the area wvlhflise 
the MSP had beam dhaeing tthe ssuqpetttwAiiixtibe. The witness informed lHsqpondhjgofflieiisttfaat, 
as the pickup passed tihe wjttTeess,Hte/fetedibaacktia,SQudcfcoonisiKtentvwSthmri titenh hiiting(BGnetete. 
The witness also otaearveadl tUsttthe (stoker's side wihdfow wajss tteangroblddduppaasthfeevateidde 
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continued. The witness stated that he/she investigated and found a pistol in the area where 
he/she had bearfilheiitamHiitLltifeecoonoEcae. With the aid of the witoess, IMffiJcrffitfiaeEsi eeciovea'dd 


a black C31(KkIMelMl222 T 44(lEhHi)ier^(3emiHaui6(amatibli[alBigubehdaigrtgi3etiailiinbnrtfefvlKNiia434. 
The liffiflowansd afeffll casings from Tenace Sdnassatt were subsequently innatdheti its) the recovered 
.40 caliber Glodkpikttdl. 

15. The blue Tundra pickup truck was located that day by BPD officers at 
Newcomb SStBaataamddFReddSSfiieet. A security camera in the area ccqptumdtiasaigydDbiialckirriale 
exiting the ^hidtecanblioaviiittgltbetanta. The Tundra was n^kteedjttoaabhuBinsssckkltififijkdsas 
Sittin Pretty LLC. Based on the investigation, this business is associated with Desmsiinsil 
CRAWFORD, a/k/a “DezC In addition, BPD officers executed a search mannartt flaar tlhe 
Tundra anti imiawEeklddoauraBntsidkleliitfifjtin^DajTinHiddrERAWlBSRDiniiiollidLn^^a^ahditdxtax 
documents with CRAWFORDS mame «mn them and listing him as the sole owner of Sittin 
Pretty LLC. CRAWFORD&nr&tiwrS&auUnaEf&gjreppottddhhawbiddetstbteria^&y&iater. 

16. C RAW F 0 RD has Item i iden tifkdbtyyEBffBia st aCCBDrimehcbah th ncriigh \ainia rjety 
of sources includiimg ffidlfliB^ 0 ttS 4 ^ta>tx^iip|bh$.aaridihis) 0 w 

17. On April 1, 2015, five days atfterdhesdrottting of John D®ei,\^iirtteefptddaa:QMl 
between lI>awiid(O3iRlE4iantas£QxtiatetiaridJdrgg(SffluKfofblhdiCE[BDyialn0K}WSMJRIRD. In the 


intercepted call OSSEcandCCfMVfflHlIlldiiSQU'SisddllfceacfiaetrrtlTshOQtirig of John IDtae. COKE 
asked CRAWFORD if CRAWFORD had dhedked Ms “{status" - i.e., whether CRAWFORD 
had dhedfeastitto ms if an arrest warrant Had beam issued ffoir Hirm. CRAWFORD said he HaxU 
not. CRAWFORD flffiildOBKEtlhat: “Nobody comte fcmsdkhgg^t'.'” CCJMEBtrpJibid: “Okay halt 


so you shomilld UaesgrayyT 


COKE t®M CMW 


mm 


rthat waritDK sppepfri &\\sereitak)gigrethd ifofor 


the shooting. CRAWFORD replied: ’“ifeah, they can Usttthamlhavei it. I don’tt care." 
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commit the drive-by shooting. COKE tried to naassun© (QSAWFffilMD) tfratt fte would! nett btee 
arrested as ttkepifae did matt have enough eviUtencettD change QE^MROHE). In this megaiatl, 
COKE stated that the police would not bring a weak case against CRAWFORD and that 
CRAWFORD’S cease mcauM be \wedkias llong;as llhe victim, John Doe, did not utftqparatewMMi 
law enforcement against CRAWFORD.. COKE further stated ttfbat JDbdhn IDae wmiidld rwxDt 
cooperate with die pdliice. 

21. On Tuesday, November 24, 2M% Hffrm. Mforaanrae ffi. Hhwlfen,-. ULSS Nl&gjRttBtte 

Judge issued ai arrirrihall ooafnpMhttdliairgiimig Desmond CRAWFORD with eftanpmig him with 
(1)) 18 U.S.C. §1959(aX3|, and (2) using or carrying a firearm, in violation of 18 U.S.C. 
§924(a)01XA)M)1642223 ; /I9fRfl^B)Later that day memnfe mis of the Spedtall QnvMtigaicorcslIMlifciaiid 
Federal Bureau of Investigation lteannodtthatoii^ 19, 2015, Desmond CRAWFORD 

rented a 20)114 Hayatai (Gunllhi Hearihgi ^asatdikiseassI^g^tMridmiNtiimbbri ^EFfflQQ.blilQkkin 
color from Hatterprise Rental Car located at 277 Wiiltltarati Siteat in Quincy, Massadhusattswcrithca 
return date ofMoYSTtkfaer22522X) 55. 

22. At approximaidjy F:45 ipjm.(an9K^i®sti^,TNB\e3trtter23530 fSiiinerhbers of the 
Special InvestigattikcmsIDriitcdbsmffidlEtesmondCEHMWFOHrteEinletlthddRiiMeEcseat of the above 
described motor vehicle on MmA Mkiiti Snosatt in Randolph. With the assistance of marked 
police units of the Randolph Pofae Ds^untteDOttt Deamsmd (Cmvffords s nmtttorvdeiddewvisas 
stopped on Old Street at tthe iintarsaation of Canton Street in Randolph, HA. Desmond 
Crawford was tremoMsdffrom tthe imQtor\\^«iteiffldd|ihiQeddiaddearaeFestioa BTiiiiiiiuhal)Ct| 0 rhplaint 
15-2273-MBB. During a «eaKlhimciidentitdilMSiaitrest De8moddCRJ^W©6RD wa(S)fatair*ib tee be 
in possession of a large saum of US currency that was Ihuntibdd\vh1tihaa irbbbebhahd^iah3'argcget 
Telephone 1 and Target Tdtegdtaaiffi 2L 
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18. The convmafenaioittiniedlaii±i03^WF£M©ldLti(333D , flE/'ITiubkld9gt , 4 , m^tgig)to 
do something tonight- 1 ”(CffiRIEreqbiBdd,"fTikrnmdithat3jithat&)l»ot\pIcipila^jiI^Tii^ilfiglfinjKoligaJheck 
this thing right, Eton Item just sitting here jjuirstffktdang WYOikmg, II jnst gave this kid some Ikstt 
night, s® he sandl cheek him in the maarriirjg. So I didn't even ditekwriUtihimiirtlthmTnonii^giCBO 
I'm going to call right mow ssBlIldaseehhBffd?" I believe,, has®dl am rny/training, experience and 
knowledge of the investigation tllnatcHmhnngkhi sppotrition of the conversation. CRAWFORD told 
COKE that he mas ttrying tto sgat aa dfcug ssippjbjy. I further beliewe tttfflt (D30SE eecqbdiriBddkto 
CRAWFORD iinm;lhew^alhB£Mn^xDintiaJdinugQppj5lylthahhevwas(gaMng5tQ(gdt(froihihiaLppjipHer. 

19. COKE fern said “So 111 go lfidkii]g(a\emtteEe,(:ffitf'fukkingLnniradibf()(Ousafi:)£00§eget 
up with Ihim. Umltess Ihdfecowrtlthei^^fufiikikmgvMr.fBcfiwwrefflatiQgixpdfI Filamhs.” CRAWFORD 
replied, “H ainlt going ©wartthsee. I ajiriftggaigg'.” COKE ieaqp®mated, , 'f I lllkkroo^you aintt going 
over. I'm just saying me. I’m talking about toe, yam Utimw nrn^, me;, IlggxfccIIggbtaraunddthhBee 
because they will check.” I believe that during tdtoiis pmsrrtdkttm of the conversatram COKE than 
explained to CRAWFORD (that Ihe rnnii urnsat the sMppfar meat tine Flkttms ltestaurant, aanti 
CRAWFORD saidtltilaatihew 0 a£it’g(g®itng)tq!got( 6 otttettl(l>oaaitionCC)(SKElttidit^e 8 ftcthkt hC(5KIKE) 
would he ini^tii^tttessifliqMaerCOKEEhheiconritiinmifcd^plain^^thtllCRW^QlORfficsInlcUld be in 
the clear for the JldhnlEXiKsiitoxtitiig^iainldllihecaillbeddddlshahlylttece&fter. 

20. On April 6, 20IISi, we intercepted another call between COKE and 
CRAWFORD. The tisw® agairn diicmscdlthbeshbotiriggof John Doe. During tthBirddisoussion, 
CRAWFORD stated tthatIhe^as>|riyifflg:)tata«al(^(gei«iHigiintIoi^ed in problems ;andt ttaathhe.\was 
angry at Mmitefflfor ‘jjimjpiigg out the mirnfaW”— which, based <mnirr^titairiiggiacldepjperiBi®ce, 
and the ikn^satggatiorittDdiate, I understand as a nsdfarartffie ttottteesfefoodtigg. As previoaaslly masted, 
a witness identified that the shooter had hung out of the driver^ side window im (order tto 
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23. Investigators then conducted a visual interior inspection of the 2014 Toyota 
Corolla, (which wasipafJeed(xMti^ipbbtic3AW^y^iaihd»l»las'eB(tfeditiltiat'area'(aiodrtddkeigedri§h'pftiavas 
altered and loose. Based on rrn>ya&?}]S0teaT®Be,l<ki(tovJ'tek^etiaial(±taainigg in weapons and manttnidfaHintd 
hidden/concealed in motor wihidteDlMliBAeedtllreaaEea of the gear shilftt tflhUtlhatiltaffiancdlteEeldciaiidd 
loosen may (ommdainssadhiDihaveateoosiei^diiailiclseaizdcicseiyieilalillLlggbfifiEeariFnsddrggsiiadididrjUg 
proceeds concealed inn alkatsd lineal rons of motor vehicles. 

24. Additionally investigators know of at Ikastttwo iill^gdl fine anmns that lhave beam 
recovered from motor vehicles that have been in the care and control of Desmond 
CRAWFORD \wilHmtltil^3paBfei@^t8()8)iinDriths.TFihQTmotsta333Mn(tiifinearnwaKaS fg g &ard#r9mm 
semi-automatic loaded firearm nesaswaredl finomtdeeahheeddggaarsiiifftaaeaaof a motor vehndle 
rented from Hertz by Dc smm gmdl(ORANWROHTO in August 2015. 

25. A seaiidh\wairartteeoeecnlitddooiN^o®Bibfeeg'2,720®J5(Xiatlthe/®tehildb4iegigpGqDetaled 
by CRAWFORD revealed .45 calSiber dfadk Hsnd|gm}, seriail nBimJcferrYMrDB443daddddwthha a 
magazine coanttaininginhite nsum&s of ammunition, from umtiarresathi ttegean/siappHoli^^ 
between the driver and passomgpar sotts. 

26. Based upon my training and experience conducting investigations of drug 

trafficking «sugarikattans, I lkinim'tthatttoeceiara:((mmimipipm<dB^mpipjojlehj^b^i4rttgiffaffiurkers 
in the course of their illicit Ihudiness. dhtig ttrdfftdkers ccamnoai^ykkeppmnbBde 

telephones to Hoes useddtto camtettamll re©edveeconre6ppoddBoeefrfmmdidjgigoanressof supply, gun 
sources of supply, co-ramspiiiattiars and associates and drug cusdomors. In the course of 
conducting tHhairtbiisiiiess, dirqg ttidSidkaK am required to oondluictt these communications with 
the aforementioned subjects on multiple wanis om at diiljy Hasisi. TRbecoarespp®uttemee thMt 
drug traffickers am me^ii^ttDrmaintam(OTitlt)b«inTObliilitiQ(typbhoQea , eisliksiTiniiubatahtiaEl\edidence 
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of drug c»a<Eti'vti^y tbranjgnmaititaiadd in their tteikjjdhmffi as it paittains to date, time annsfl 

duration of illegal drug trafficking or gpm trafficking related communiioctiions. Moreover, 
telephone numbers and cMie^paMriiiig Maittfties am cdftan sstmsdl im dtagttnfffitfeete'snrabflile 
telephones to facilitate these routine communications. Lastly, IHhmsw that drag tteffildfeaBsafften 
utilize the tb^rmfiss^giijgffeatiB'e of their mdbnlb ttdbq]dh 0 netto oamdiiuattdrugcOialdggun trafficking 
related commimicattaes vwiith ttte ipattessdtes® iifeettiiteove .TEheeaiiBesaageftftfteialderaKattokictatitms, 
dates and itiinmes of prearranged mmaaiings Ihatwaen ttteeee parties, dlmiug t|ypss, amounts, gun 
descriptions and prices agreed upon. These text based conversations result in records stored 
within the mmibiilte phone; wHiclh eOTddmceddtaildsof the mobile pboane owner”ssddnug ttrrfff«kkng> 
activities. Based iap®tntlhe|pi^iai^^cils£ttiifeddvvraediUUc<repp6ons;codduKt4<d)HDffflakei3hpiltiiOHfil, I 
also know that Crawfomdl Unas lussdlhisipeFsondlocommuriitaatdxiiincldevdea^Gddisaussldetiiilseitelatfedito 
the shooting of a rival gang member.. 

CQIWOiniTSlON 

27. Based on tthe idfoniiaiiKan set fmtik above, E believe that |prdhdtitecQaHsesek.ist£oto 
believe iiatTlag«tTElidpjiboQeIlaaiid , lla^gatTB(ld^3JwBB€22v#llfcoontmneeiddenee of violations of 
racketeering laws, snudh^s 18 U.8S(E.§§ 1963 and HS2®(3&ck<atEJmiiiiig and Violent Crimes iinAiiti 
of Racketeering), and 21 U.S.C. §§ 84k{a))(ll) and 846 (dDJsttniiBniiittncwi of Crontrolled Substances 
and Conspiracy to Mktilbute(G]aintc614ddSSi6bstanee$.). Specifically, 1 IfcdiiBveTt'ff^tTMpjbbciaell 
and Target Telephone 2 wifflifflorttain: 

a) the telephone numbers of co-conspirators participating as associates and/or 
customers with Desmond (OR^MR0HD and (Otters; 
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b) the iBanme^/riudknamfis got aliases of co-conspirators participatimig as associates 

and/or customers miittUn JIMsmaati(QMvVy\fR5IHDiand(aUa«ES; 

c) racketeering rdlaisdl iirifoirmatioiiLt^y 

d) and images used fear rthe puip&se of furthering the goals of the CPD„ 

2$. I seek authorizatbimm fear tthe sssandh of the Target Telegribsine I and Tiangat 

Telephone 2 ffoir tthe ftxMixwrngi: sudri3&rife®ritifid)'oiiiBtffii)Oip;caHllldgsscallltletatijl!withtlthdieelfeMiteite 
information; text messages, imdtndiinig ilMfessagps ((T&rgstt TEdfepHime: % SMf&, NfMfS arnddothher 
forms of electronic n^ss^i^\v\itthatoattent;cdMtl(l^spJjl®<M)Qg^pjAsiiitEteroelb hts(K5r,>di4igit2rtl&les; 
data; and any ®thBr®\iclteTam'eytedd(talthf)p»s3easii®^(oaiititaliorsBse of the phone as \wdllaastlbbe 
trafficking of controlled sriHStaiKies and! iin tfutthBEanse of racketeering idlattedaKtiiMttess of CPD. 

29. I also seek aiutlkankatiaiii for a search of all directories, sub-directories and 
electronic files ((lindludiiigintetadataiianliiadtHihteesiiinhlddiggldmeaiaihdtiknedithfilfileBljilirBcitiKries 
or soi]Hftedl<^ imt$y have been ©tteatedl, altered, modified, dfctetoed or accessed of Target 
Telephone n and TEa^atTEdi^lskKMie 2. 

30. I also seek authorization fear an ORDER leqnkiiiDg^pple, Lie. (“Apple") toasaist 
in the exteoitlircm of the search wannantt by bypassing tthe Ihekc sateen of the iOS dtewike^ ((Hargett 
Telephone 1) and pmvnfeii^tteiUiiiaMlaass3Gtanee:ooEiisil3tipg)bf)d<lhihe?d£tUi|tcpsMsiitle^t3»titan^ng 
data from ttflne IEtewica;, aapyihg thee ddtaafifiDnmtltfaDDd'ea.'ffliitDtcaaiexifcematlcihahdrdriliever other 
storage medniii]n,anti nedtunrihgtlfee idfeucamartiionad sstonageiimddiuirtdol daw tehferaemanteialkjl/'or 
providing ttflue FBI with the suspect Psrsonafl Identification Number (P J.N) or IRarsondl tUhttdk 
Code (P.U.K.) so that access (can Hne <gainaii tteTEaggrtTHtephoroel Motlthissaaiteh. 

31. Due to die (oon^^le«i|yiaTidtte<thnd'QlleeppettHea <rqquirdd(tqf)pippd^ly 'exactHtseaeahch 
warrants for digital twiidloinDe. iit is further requested ttttnatt ai fftrenssir technician!,, sworm or non- 
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sworn.lteg£aataddiabdnirataati<M dBaQMaBiiimlvBiiikisliidu^litisnfctgc^ages/copies of the dlgitMl tsoaiifetsiot 
of the atowes rnratitkiedddi^imtaitotiBgQgde'diceicttichnd to detanmirae if evidtemee of the offemtsfis 
enutimsialtetl above are conteaimtl thereiin. These indivMiulte have speeitdlksdd training and 
expaitfeeihi caonppOt c n lanh detlqbh ph© fiarforinss tnsia rad I K’eici li docrtdhe tr t&ita fyahaljtdb - tlnacknmtllncl control 
and sonpervisieun of law orifoDemeent. Theiiir expetrttkewi'il hratetcrial ly assist in the extaoniion of the 
warrant!. 

I, Mattflnaw (C. &ij^t.hhairiggsiaga±dhlihis\if'ifdtcii^iiliiiidBdarathith as to all assentfimss aaufcl 
allegafiiians ccxmtflaiadd heroin, state tthat iits conteaBs aareetHuraeaiaiid comsffl tto the best of my 
kno wtedijffi .i ht'fimtfiaaiton n a ad <Mtidf e f. 



M cjtfiew C. Knigfitt (J 

Special Agentt 

Federal] fflueaau of Investigation 



< 5 ^ 


Swomm and subsnrilhati to before 
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IN THE UNITED STAJ1ES D1 STRUCT COURT 
FOR THE DISUffiJKTT OF MAS&ftEMISSETTS 

IN RE ORDER REQUJRfNO APfiLH;. INC. Case No.. ||H 
TO ASSIST IN THE EXECUT ION OF A 
SEAMMI WARRAMT JSSUBtDffift 7 THIS APPUCMTION 
COURT 


INmOmHCIKD^N 

The United! States of AmeiiiLuo.b^yioalidit'hnghgh Carmen M. Ortiz, (United States Attorney;, 
and Emiilly (C umimri in gs, A s.% istand ULhinidcS&tatcAtAtltajnefoeibbyeby mow&s this Ccwmtt undbrtttee/All 
Writs Aon. 28 U.S_C. § 11651, for am oorder requihihjg A)op(tl.e. Inc, ("Apple''-)) ttoaasisist in the 
execution of a federal I search warrantt toy %gmsaiggthhel lock scream of an iOS deviisa; (Taraat 
Telephone 0)) andd piwidingg technieail assistance conskti hgpb f tot tin eh e extent passifeWpexuacacting 
date fream tHte IBteidce. copying; the date from the Daw ice onto am e&tfeernal hand! dlrive or other 
storaigeiTOddiim.iiatidid'atut'niiigiithfitlirfotfoTiententikinEtdii'aga'aMic medium to law enf®maimnpt.aadd/or 
provMhg»tH®eHfflIwiihthheseBippacPiI«t»iaiiaB Identification Number (P..1.N) or Personal! Uttrihwkk 
Codie (PAUL)) so thattatmesss can befflaiwlltdicTi'taifgct Telephone I for thfesseachh. 

facts; 

The IFattoaii BBteauin of Investigation! (‘TFH8E'.) cumsntljyhhas in its p®8®assioon an iOSdkwiec 
that is the subject of a search wanranttissBcwIdb^yhfihis Court. Initial imspethkin of the iOS devikie 
reveals thattiit ifes fasttedd. BecauReetlibeiHSSdisi'ice is locked!, law enfenaniBani agenttsaareaiotahlble 
to examine thedfettas8tosA4rothth0iO8\device as esanmaauddddbjsthdie search warrant. 

The iOS device is a gray and! (iliaxkkccxhicadd Apple iPhone cellular telephone, bearing 
IMEI nuimtoar 355^7^®®M8MftQ2. seized from Desamaidl Crawford on November 25, 2011S, and 
currartUy in theaaustody and(aoittocbl of the FBI (“Targett Telephone l r amil/or “theIEImde'6)'.'). 
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Apple, the csofaar of the iOS (®panaiikg ^ysttaim mild ipruttufflar of the iOS dtewiioe, imayliiaNee 
the capsahiiii^' of retrieving dtatasStooeiliciitlthe iOS device that is not camioni% aaoaaeesiiftietdoEffil 
because the ififflSd^yicecisslddckdd. This Application seeks ana order naa^iiiiiirgg^^iietdoiisse aarjy 
such capability, so as it® sassiiat^gsnts in complying with the search maincant. 

DISCeSSiCM 

The All Write Aatpmiiitetttet'‘tfl]lBeSS^pBeiTOeQ2)amrtaaiOdalOlfcoQutia£galabilsfeidl)jb)^Act of 
Congress may iisauecdlkwritaioeee^^yjDniappippntateteidm of their respa^i^jjuTis^^ 
agreeable to tine usages, and.1 ppimcipitesof law.” 28 U.S.C. § lBSU(a). As the Supreme Count: 
explained, “ftlhe AH Write Act is a residual source of authority to issue write that ante matt 
otherwise covered toy statute..’'’ Pennsylvania Mimaut of Correction v. United Stales IMardkdk 
Service, 474 IIS. 311,43 ((1IS8S)). “The ipowarottorfferBed Iky tttee Aaateexteialds, luntteapppoppia&te 
circumstances, to persons who, though not parties to the original action or engaged in 
wrongdoing, are in a position to frustrate the implementation of a court order or the proper 
administration of jwstime... aarid om«ain]tpiassss cawn tthose \wlh® lhax<£ matt taken any affirmatiwe 
action to hinder Justine..’‘ United States v. New York Tel. Co., 434 U.S. 159, 174 (1977). 
Specifically, in United States v. New Ymk Tel. Co., the Supreme Count Item that the. All Writs 
Act permitted district courts to ondlar at telt#i«nte co(mi[)|affl>yt®c)efiP4et)iimteeaaseamhhwaniaatttb^y 
installing a pan ns^giater. UmafiartthaerEoaEnting of New WankTel. Co., this GrMMlhasttteeaatMMWity 
to order Apple to use any (C^tedlltteesittiin^ltevrettoassitet in effectuating Dike seasxlhwmrant. 

The government is aware, and can nepnesentt, tftatt in other cases, courts have ordered 
Apple to assist in effectuating iseaKdln warrants under the aittfloemity of the All Writs Act. 
Additionally, Apple has ©amD^itewatthjaudh(flitters. 
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The requested omder would enable agents to comply wiitth this Count's warrant 
commandiinr|gtHaMhh<t06)8 device be examined ffor evidkmsatialdotit'ifcbtlylTtidhc waarcant. Examimiiiirgi 
the iOS device without Apple's assistance. if it is possiMdbe at all, would requite: sigaififiaaant 
rescwiiKHSs aadd may harm the iOS device. Moreover. the onibir is not likelly to place any 
unreasonable hm-dteronn Apple. 
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IN THE UNITED STATES DlStMETI COURT 
FOR THE DISTRICT OF MASSACHUSETTS 

Case No. 

ORDER 

Before the Court is the Governmnenfs motion foir an ordar requinimg Apple. Inc. 
(“Aippibf)') to assist law emforcennentl agents in the ssarahh of an Appib iOS dtewtee. Upon 
consiijthraUwin of the motion. and IfmtbbaairaMflistatelahdiliKiiic itiisi h i s herds®' 

ORDETHB) that Apple assist law enfonasmwodlaiggQtEtsiriithiiossaminatiotion of one Apple 
iOS device(|oriiPBhniei)e^ grgyai^ditdtfelachlocddired Apple iPtanuxeiillIiiliateIe]W^ohet'tedpB^iS1^0MEl 
numisar 355SM0S22B8OO^2, seiized from Desnosmtl CrawffotLl on Nowantiteer 25. 2015, and 
curmitlfy in the aoHtttd^yaaiKid contrail rffc FBI ("Taiigetl lBhipjjtMme 1" and/or "the Dettibsf)), 
acting in suppssntt of a seamdh waninnti issued separ<afe% Hyy tUids Court by prewitiling reasemdbfc 
technical assiktaraee in the instamjKwhhra-aHhdIdejeKisis in reaseautible working ordbr andHrasbbean 
locked wiappassoddprptedtiorion. 

Such reataouitotbdetdehhiiica 1 assisfcanxse ccaraiEts of, to the extent posssBRc. e&Qtaxdcting data 
frcsnm the Deviis^, (Bspyi’iiggtltibedhitd'rhmiithOiiDDdvice onto an astfernnhlhhatd drive aarathheststagage 
medium, andlnattuniiiingltihafofeimBmioitik4h<tdmto‘aiiaa:liiim.lii(t)iihttodnfercafotmcaudit, and/or prwitllh|g 
the Fill with the suspect Perssandl Identiffliixattiimn Ntimtaiier (P.1.N) or Personrall Unlodk Code 
(PUJ&))seothhutuafflS6S6a®an be gairmed too Taiggtt Telephone 1 foirthis seamdh. Law Ertfomsimant 
maytthen penifemnaassaiaiteh of the device data «antlieesappplied Staittgecnraddiiitim. 



fN RE ORDER REQQUHttNfi APPLE. INC. 
TO ASSIST 1M THE EXECUTION OF A 
SEARCH I WARRAMT ISSUED BY THIlK 
COURT 
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It is further ondeted that, to the extent thatdkiaoant the Device is encrypted- Apple may 
provide a copy of the encrypted datatk® law enforcernaimrionit Apple is not required to attempt to 
deoyipt.cxnr othenwise enable Daw enfismaraatit'suattcnipts toatasess&flpy enerypfedldifflda. 

Although Applbc siiaill make seassonable efforts to imaiiiittiinintitbciii ttteiiTiy i y of data <w tie 
Device, Apple shallll not tec reqnSired to mamntain copies of any user data as a result of the 
assistance ordered herein; all evidaiuee preservation! shall remaihi the responsibility of law 
enforcement agents. 
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